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Business Security Fundamentals

THE THREAT & TECHNOLOGY CHALLENGE: 

The increasing sophistication and rate of attacks 

means that security controls are essential. 

Technology deployments that take a risk based 

approach is a good investment strategy.

THE PROCESS CHALLENGE:

Implement best practice processes 

and associated management 

frameworks are in place. Regular 

audits and reviews of these are just 

as important.

THE PEOPLE CHALLENGE:

Humans remain one of the weakest links in 

any security chain. Ensure you have a strong 

security awareness and training program in 

additional to skilled personnel is critical 

THE GOVERNANCE CHALLENGE: 

Not having coherent security governance 

across your organisation and suppliers can 

prove to be a significant risk. Governance 

across all parties is critical to a solid 

security framework



Telstra’s Cyber Security Report Overview

305 IT Decision Makers 

surveyed in Australia 

and Asia  

75% Head offices in Australia 

25% Head offices in Asia 

INSIGHTS
Telstra’s primary objective in developing the report 

is to increase awareness of cyber threats and help 

organisations in making decisions to reduce cyber 

risk.

Generate 

Security 

Awareness 

Across the 

Industry

Raise the 

Importance of 

Good Security 

Practices

Vendor 
Threat Data

Telstra 
Threat Data

Customer 
Insights

Australian-
Based

APAC - Based



Report Briefing Areas of Focus

Security Readiness and Maturity

Threats & Trends

Security Incidents and Business 

Impacts

Security Drivers and 

Investment Decisions

Global Security Challenges 

and Methodologies

The level of security awareness, 

readiness and maturity within 

organisations 

The evolving security landscape, threats 

and vectors shaping the adoption of 

security

Security Incident trends and the impacts to 

the business

The approach businesses have towards security 

investment decisions 

Security challenges for multinational organisations and the 

methodologies used to remotely manage these security risks 



01 Security Readiness & Maturity

• Implement regular briefing sessions with Board members and senior management and an endorsed security strategy and plan 

• Establish a cyber security program if you haven’t got one in place already and ensure the Board and management know that it’sa full-time activity, not a 

single initiative

• Ensure you position cyber security initiatives reflective of the business function it supports or enables

• Put in place metrics that executive members can easily track how well the organisation is performing

• Identify the gaps and investment required with reference to organisational risk, so that management can decide on the level of risk warranted for the business

QUICK TAKE AWAYS:

Monthly

Quarterly

Bi-annually

Yearly

Never
25.4%

39.9%

18.4%

11.4%

4.8%

61.8%
IT DEPARTMENT

27.2%
INVOLVED 

EMPLOYEES

36.8%
HEAD OF 

DEPARTMENTS

18.9%
C-LEVEL 

EXECUTIVES

5.7%
NO ONE 

RESPONSIBLE

Australia

Lack of Skilled Staff

Weak Adoptionof  
security policies

Lack of Security  
Awareness

ORGANISATIONS WHO 

ATTRIBUTE RESPONSIBILITY 

TO C-LEVEL OR BUSINESS 

EXECUTIVES AND CONDUCT 

FREQUENT SECURITY 

BRIEFINGS ARE BETTER 

POSITIONED TO HANDLE 

SECURITY INCIDENTS



167,000
Suspicious Domains hosted 

in Australia 

Phishing Attacks 

increased by 29% in 

2015

60% 
CryptoLocker

ransomware were 

detected in Australia

68% 
Emails carrying 

Malicious content in 

Australia

Australia 2ND to USA
As a source of malware for 

Australian Based destinations

Majority of the Malware seen in Australia 

and Asia was the Trojan-based malware 

aimed at gaining control of the device via 

RAT (Remote Access Tools) 

5% 
Mobile Malware 

infection rate in 

Australia

More than 

Growth in ransomware

increased sharply in 2015

Australian organisations are 

adopting Data Encryption, VPN and 

Anti-Malware technologies to 

mitigate BYOD threats

50% 

02 Security Threats & Trends
(Malware, Phishing and Mobile)

• Use dedicated email security tools that protect against malware and repel phishing emails

• Deploy end-point protection on all devices within your organisation

• Implement data loss prevention and other tools that prevent unauthorised data leaving your business

• Patch, Patch and Patch

• Educate your staff through an awareness program about phishing and malware and test their knowledge periodically

• Backup your data

• Remove administrative privileges where they are not needed, including local admin

QUICK TAKE AWAYS:



02 Cloud Threats & Trends
(Shadow IT)

• Ensure that you have clear guidelines in place in your corporate Acceptable Use Policy for the procurement and use of cloud applications within your 

organisation

• Implement tools to provide real-time auditing of use of unauthorised cloud applications and potential shadow data exposures

• Work with employees to understand their requirements and agree on a suitable application fit-for-purpose that allows you to monitor and block 

sensitive shadow data leaving the organisation

• Get ahead of the curve by providing access to a broad range of approved cloud based apps, giving employees the freedom to select what best meets 

their needs

QUICK TAKE AWAYS:

Data Theft and 

network outages 

are seen as 

biggest concerns 

raised by 

organisations 

and least 

prepared for the 

adoption of cloud 

services

TOOLS IN PLACE 

AND MANAGED BY 

VENDOR/PARTNER

TOOLS IN PLACE 

AND MANAGED 

INTERNALLY

PLANNING ON 

IMPLEMENTING 

IN NEXT YEAR

NOT PLANNING ON 

IMPLEMENTING

28%

24%

27%

21%

Lack of skills and 

knowledge

Not a priorityLack of 

Awareness
No Budget Lack of 

Management 

support

15% 13% 13% 10% 8%

ADMIT TO USING SAAS 

APPLICATIONS WITHOUT IT 

APPROVAL

80%
EMPLOYEES



03 Security Incidents and Business Impacts

• PLAN - When an incident occurs, having a plan in place makes all the difference

• DECISION-MAKING - Get relevant information to people who can make risk-based decisions quickly

• COMMUNICATION - Recognising key stakeholders and ensuring communication about the incident, response and recovery is vital

QUICK TAKE AWAYS:

1

2

3

25% Never or not detected

18% Within the last 5 years

34% Within the last year

18% Within the last month

5% Within the last week

Frequency of security 

incidents in Australia have 

with serious losses 

to productivity and 

business 

disruption

Less than

2 hours

Most security incidents cause 

downtimes of

doubled
in 2015 compared to 2014

30% 
Malware outbreak

26% 
Human Error

22% 
Phishing Email

x2

75%
YES

LESS THAN 20% OF 

RESPONDENTS 

INDICATED THAT THEY 

WERE CONFIDENT TO 

HANDLE SECURITY 

INCIDENTS



04 Security Drivers & Investment Decisions

• Ensure that your cyber insurance policy covers full cost of a data breach to include: brand and reputation damages, PR cost, investigations, incident 

response, IT infrastructure repairs, defence and legal fees, regulatory penalties and fines, bankruptcy, business interruption and loss of revenue, 

ransom and electronic blackmail costs

• In most cases, Commercial General Liability insurance excludes cyber liability arising out of social networking and social media

• Ensure that you have the appropriate security controls, audits, regular assessments and regular scheduled penetration and vulnerability scan testing in 

place to meet cyber insurance policy requirements, not just initially, but ongoing

QUICK TAKE AWAYS:

Forensics and investigation

Cyber risk assessments

Security incident response

Meeting compliance requirements

TOP 5 IN AUSTRALIA

ASIAN 

ORGANISATIONS  

INCREASED 

SPENDING

96%

INCREASE IN 

SPENDING

52.6%

40.4%

29.4%

27.6%

75%

60%

SPENDING WILL 

REMAIN ABOUT 

THE SAME

2014 2015
Mobile Device 

Management

Network Intrusion and 

Prevention tools

Data Encryption

User Activity Monitoring 

tools

Federated Identity 

Management

GROWING INTEREST IN 

CYBER INSURANCE



05 Global Security Challenges and Methodologies

Apply Access Controls to systems and 

data

Engage 3rd Party to perform an 

information security audit of vendor

Address information security issues via 

contract

Perform random spot checks 

of vendor sites

Do not perform 

vendor checks

Governance and 

compliance issues
70%

57%

51%

49%

26%

1

Enforcing 

implementation of 

security policies

Managing security 

solutions from 

overseas office

2

3

Due diligence of third-party and supply 

chain partners must be a critical 

component of an organisation’s overall 

cyber security program

• Perform risk and audits assessments on 3rd party vendors and your IT systems they use

• Audit and categorise the important data within your organisation to ensure that you are managing the protection of this data from end to end use of it

(i.e. collection, transport, storage, backup and restore)

• Establish security standards and policies for external third parties 

• Have an incident response process in place to report and handle breaches to and from third parties

• Segment your architecture from partner to internal use and layer your security defences so that 

you are not relying on a single security system to protect your network

QUICK TAKE AWAYS:



Recap: What Businesses Can Do

1

2

3

4

5

6

7

Protect What Matters
Understand and define your high 
value assets and Data

Assess, Test and Train
Perform regular risk assessments, 
test the effectiveness of controls 
and educate your users

Act on Findings
Prioritise closing the gaps

Develop a Security 
Aware Culture
How do you do this?

Communicate Cyber 
Risks more effectively
Identify key stakeholders, use 
metrics that matter

Be Prepared!
Put Incident Response and 
Disaster Response Plans in place 
and put them to the test

Ask for Help
Engage a trusted security advisor 
and service provider





Download the Complete 
Cyber Security  Report

Download Telstra Cyber Security Report 2016.

https://www.telstra.com.au/business-enterprise/campaigns/cyber-security-report


Thank you for joining us



Telstra Cyber Security Report Highlights

Lack of SkilledStaff

Weak Adoptionof  
securitypolicies

Top 3 security 
challenges in Australia 

Lack of Security  
Awareness

52.6%

Security incident response

Security skillset gaps in IT Departments

40.4%

29.4%

27.6%Compliance requirements

Cyber risk assessments

Forensics and investigation

25% Never or not detected

34%  Within the lastyear

18%  Within the last month

5% Within the last week

75%
Yes

Security incidents in 
the last 5 years in 

Australia

Phishing is the fastest 
growing method for 
malware delivery 
in Australia

As a source of malware for  

Australian based destinations

2nd to
USA

Increase
C-level Executive 

participation in  

securitydecision

making

Less than 50%
of organisations  

have not yet put  

tools in place to  

combat shadow IT

30% 
Malware outbreak

26% 
Human Error

22% 
Phishing Email

Causes of the last 
security incident in 

Australia

Ransomware  

increased in 2015

Frequency of security  

incidents in Australia have

(X2) doubled
compared to last year

with serious losses 

to  productivity and 

business  disruption

Less than 
2 hours

Most security 

incidents cause 

downtimes of

Increase in 
security 
spending

• Mobile Device 

Management

• Network Intrusion 

Prevention tools

• Data Encryption


